Optimize your practice’s performance with technology.

Technology Resources

Leading technology solutions for the independent financial advisor. _}%Securities America

E*Office Web Mail Encryption Service

As part of our commitment to protecting client sensitive data, Securities America offers email encryption
through e*Office Web Mail. This quick card has three sections: 1) the client is a new user to the encryption
service; 2) the client is a return user to encryption; and 3) the client does not recall his or her password.

New e*Office WebMail encryption user:
1. To first establish encryption, the advisor will need to initiate the process by typing [encrypt] into the email
subject line (remember to include the brackets); the subject line will not be encrypted.
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Make sure to type [encrypt] in the subject line to encrypt the message.

The good news: [encrypt] will not appear in the sent subject line.

2. The client will receive the email; notice [encrypt] has been removed from the subject line.
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Delete  Spam  Mark~= Move..~

Om From # Subject
[l Marc Haiar # this is not included
| Marc Haiar I # Send me your data I

3. The client will open up the email and select the attachment.
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# Send me your data Friday. Septembar 17, 2010 9:36 AM
From: "Marc Haiar’ <MHaisr@saion line.com> [

To: "marchsiar@yahoo.com” <marchaiar@yahoo.com>

1 File (12KB)

]
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| 3 To read it, open the attachment.
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4. When the attachment is selected, the client will select Click to read message.
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[ Click to read message ]

Disclaimer: This email and its content are confidentisl and intended solehy for the uss of the addressss.
Please notify the sender if you have received this email in ermor or simphy delets it
More Info

Secured by Proofpoint Encryption, Copyright © 2008 Proofpoint, Inc. All rights reserved.

5. First-time users will enter first and last name, establish a password and select a password reset question.
a. Note: the user ID is the email address.

b. Once the information is entered, the user will need to select Continue to read the message

Registration
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Create your account to read secure email

Email Address: mhaiari@unomaha.edu

First Name: [Marc |
Last Name: [Haar |
Password: |---“... |
Confirm Password: |u-u-“ |

Password Reset

R *our chidhood best friend [ =]

Answer: |

% Continue

6. After the user successfully enters the information, the user will be able to read, edit and attach files. The
user will select Reply, create his/lher message and then select Send to reply to the message.
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To: [MHaiar@saioniine.com,
cc: [

™ Send me a copy
Subject [Re:Send me your data

Attachments: U Attach a fie
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I will send my SSN because this is secure] -

From: WHaiar@saionine.com

Sent: Fri, 17 Sep 2010 09:36:53 -1500
To: marchaiar@yahoo.com

Subject: Send me your data
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7. Sender will receive confirmation when his/her message has been sent successfully. Contact Rep
Technology if there are issues.

Message Sent

Your secure message was sent successfully.

To exit click Logout or cloge this browser window.

Return To Message 'ﬁ Logout

Established e*Office WebMail encryption user:

When the encryption user ID (email address) is recognized, the user will enter the previously established
password to view the message. Steps 1- 4 still apply, and once the appropriate password is entered, the user
will be able to view the email as normal.
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The credentials you provided were not valid, Piease
check your ussrmname and password

Emai Address.  marchaiar@yahoo.com
Password: |-v---'v-

ﬂmwmm:

Established e*Office WebMail encryption user forgets the password:
1. When the user forgets the password, that user simply selects the Forgot Password button. Steps 1-4 still

apply.

Login
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The credentials you provided were not valid. Pleaze
check your username and password.

Email Address:  marchaiar@yahoo.com

Paszword: |I-|ll--- |

/% Forgot Password |  Continue |
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2. The user will complete the challenge phrase, and then select Continue.

Reset your password

Securities
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Please answer the folowing to reset your password.

Question:  first pef’s name

3 cancet ¥ Continue

3. The system will ask the user to enter a new password, then click Continue to read, edit and reply

Enter New Password
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Enter a new password.

Email Address: marchaiar@yahoo.com
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Confym password,  [wsessswsl

3 cancel | B continue
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